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Objectives
In these exercises you will:

● Create Extractors for use in Spotlight
● Use Spotlight Extractors to create nodes from highlighted text
● Use Spotlight with the Threat Intel Workflow to capture detailed information about

threat activity
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Note:We are constantly updating Synapse and its Power-Ups! We do our best to make
sure our course documents (slides, exercises, and answer keys) are up-to-date. However,
you may notice small differences (such as between a screen capture in the documents
and the appearance of your current instance of Synapse).

If something is unclear or if you identify an error, please reach out to us so we can assist!
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Exercises

Create Extractors

Exercise 1

Objective:
● Add custom Extractors to Spotlight.

Tip: This exercise creates some (though not all) of the same Extractors used in the
Instructor Demo. All of the Extractors are included in the Appendix - Sample Extractors
for reference.

Part 1 - Add an Extractor for Threats

● From the Synapse Top Bar, click your username to open Your Settings:

Tip: You can also access Your Settings from within the Spotlight Tool using the
main Spotlight hamburger menu:
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● In the Your Settings dialog, select the SPOTLIGHT tab:

● In the SPOTLIGHT tab, click the + Add Extractor button:

● In the New extractor dialog, in the extractor name field, enter the following:

Threat (risk:threat)

● In the New extractor dialog, in the extractor description field, enter the
following:

Create a risk:threat node from a highlighted threat name.
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Tip: The text in the extractor description field will appear when you hover-over
the extractor name in Spotlight's right click > extractorsmenu. If there is no
description, the hover-over will display the associated Storm code.

● In the New extractor dialog, in the Storm editor window, enter the following:

media:news=$news
$reporter=:publisher:name
[ +(refs)> { [ ou:name=$text ] } ]
yield { gen.risk.threat $text $reporter }
-media:news
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Click the Save button to create the Extractor:
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● You should see the Extractor in your SPOTLIGHT tab:

Part 2 - Add an extractor for Vulnerabilities

● Click the + Add Extractor button:

● Use the following Extractor Name and Storm to create another extractor:

Extractor Name Vulnerability (risk:vuln)

Extractor Description Create a risk:vuln node from a highlighted CVE
number.

Storm media:news=$news
$reporter=:publisher:name
[ +(refs)> { [ it:sec:cve=$text ] } ]
yield { gen.risk.vuln $text $reporter }
-media:news
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Click the Save button to create the extractor:

© 2024 The Vertex Project, LLC 8



Part 3 - Add an extractor for Countries

● Click the + Add Extractor button:

● Use the following Extractor Name and Storm to create another extractor:

Extractor Name Country (pol:country)

Extractor Description Link an existing pol:country node from a highlighted
country name.

Storm media:news=$news
[ +(refs)> { [ geo:name=$text ] } ]
-media:news
geo:name=$text -> pol:country
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Click the Save button to create the extractor:

● When you are finished, the SPOTLIGHT tab in the Your Settings dialog should look
similar to the following:
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● Click the X in the upper right to close the dialog.

Working with Spotlight Extractors

Exercise 2

Objective:
● Use Extractors to create nodes from highlighted text.

The National Security and Defense Council of Ukraine (NSDC) published a report on
APT29. There is a media:news node for the report in Synapse. You want to review the
report in Spotlight.

Part 1 - Open the article in Spotlight

● In the Research Tool, enter the following query into the Storm Query Bar and
press Enter to lift the media:news node:

media:news=cb5c98f3940bff6e97a99b6ab84f83e3
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● In your Results Panel, right-click the node and select open in spotlight:
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● Synapse will take you to the Spotlight Tool and display the New Document dialog:

● In the New Document dialog, in the Name field, edit the text to include reporting
organization in the title:

Ukraine NSDC - apt29 attacks embassies using cve-2023-38831

● On the OPTIONS tab, make sure the Index file for text search and Fileparser
parse toggles are OFF:
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● Click Submit to create the document in Spotlight:
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● You should see the document in Spotlight:

● Because the media:news node was already in Synapse, the document properties
are already set.

To view the details, click Spotlight's main hamburger menu and select Document
details:
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● The details should look similar to the following:

● Click Cancel to close the dialog:

Part 2 - Use Extractors to capture information

Create a risk:threat node for APT29
● In the document, locate the Executive Summary:
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● Highlight the text APT29. Right-click the highlighted text and select extractors >
Threat (risk:threat):

© 2024 The Vertex Project, LLC 17



● Spotlight adds the risk:threat node and automatically selects it in the Spotlight
Results:

● Look at the details for the node in the Spotlight Details Panel:

Question 1: Did the node already exist, or did Spotlight create a new risk:threat
node? How can you tell?

Create a risk:vuln node for CVE-2023-38831

● In the Executive Summary, highlight the text CVE-2023-38831.

Right-click the highlighted text and select extractors > Vulnerability (risk:vuln):
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● Spotlight adds the risk:vuln node and automatically selects it in the Spotlight
Results:

● Look at the details for the node in the Spotlight Details Panel:

Question 2:What information is available for the risk:vuln node?
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Create pol:country nodes

● In the Executive Summary, highlight the text Azerbaijan. Right-click the
highlighted text and select extractors > Country (pol:country):

Question 3: Did Spotlight add the pol:country node?

● In the Executive summary, repeat the steps to create additional countries:
○ Greece
○ Romania
○ Italy

Question 4: How many pol:country nodes are in your Spotlight results?

Part 3 - View your linked nodes in the Research Tool
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● From the Spotlight main hamburger menu, selectmedia:news node > research
query > selected node to view the node in the Research Tool:

● In the Research Tool, add the refs edge traversal (shown below) to the Storm
query bar to show the nodes referenced by the media:news node:

media:news=cb5c98f3940bff6e97a99b6ab84f83e3 -(refs)> *

Question 5: Are the nodes that you created in the results?

Spotlight and the Threat Intel Workflow

Exercise 3
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Objective:
● Use Spotlight, Extractors, and the Threat Intel Workflow to capture detailed

information about threat activity.

This is the first time you have added threat data from the Ukraine NSDC to Synapse. You
want to record what they say about APT29.

The Executive Summary has important details:

Part 1 - Add information about APT29

● From your Toolbar, select theWorkflows Tool:
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● From the Workflows list, locate the Vertex Threat Intel workflow and select Threat
Intel to open the Workflow:

● In the Selection Panel, from the THREATS tab, select THREAT CLUSTERS:

● In the Search bar, enter APT29 to locate the threat cluster you created:
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● Select the apt29 threat cluster associated with the NSDC:
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● View the threat cluster information in the Profile Panel (DETAILS tab):

Add a tag and description of the threat.

● In the DETAILS tab, in the tag field, enter the following:

rep.nsdc.apt29
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● In the country of origin field, enter russia:

● In the description field, enter a brief description. For example:

Threat group the Ukraine National Security Defense Council tracks as APT29.
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● Click Save to save your changes:

Specifying the country of origin in the Threat Intel Workflow adds the pol:country
node to the threat. We want to add the "human friendly" country abbreviation.

We can add this property from the Research Tool.
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● In theWorkflow, in the Selection Panel, right-click the APT29 threat cluster and
select research query > selected node:

● Synapse takes you to the Research Tool:

● In the Results Panel, select the node:
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● In the Details Panel, view the node's properties. Note that the :country property
has been set with the guid of the pol:country node for russia:

● In the Results Panel, double-click the three dots (. . .) in the :org:loc property to
edit the property:

● Enter ru for the property value and press Enter to save your change:

Question 1:What does your risk:threat node look like?
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Part 2 - Link information about APT29

The Executive Summary includes information on vulnerabilities used by APT29 and
countries they target:

Add Vulnerabilities

● From your Toolbar, select theWorkflows Tool:
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● In the Selection Panel, THREATS tab, THREAT CLUSTERS subtab, select the APT29
threat cluster from NSDC:

● In the Profile Panel, select the TTPS tab and the VULNERABILITIES subtab:

● Click the + Add button to add a vulnerability:

● In the Search bar in the dialog, begin typing the CVE number (CVE-2023-38831):
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● From the results, click the hamburger menu next to the cve-2023-38831 entry for
the nsdc and select Link selected node(s):

● The CVE should appear on the VULNERABILITIES tab:
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Add Targeted Countries

● In the Profile Panel, select the TARGETING tab and the COUNTRIES subtab:

● Click the + Add button to add a country:

● In the Search bar, begin typing to locate the country Azerbaijan. Select the
country from the list:
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● Press Enter to add the country:

Tip: your cursor must be in the Search bar when you press Enter.

● The country should appear on the COUNTRIES tab:

● Repeat the steps above to add the following countries:
○ Greece
○ Romania
○ Italy

Question 2:What does the COUNTRIES tab look like?
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Part 3 - View your threat cluster in the Research Tool

Now that you have added information about NSDC's APT29, you want to see what it
looks like in the Research Tool.

● In the Selection Panel, right-click the APT29 threat cluster for NSDC and select
research query > selected node:
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● Synapse takes you to the Research Tool:

● In the Results Panel, click the Explore button next to the risk:threat to view
adjacent nodes:

Question 3:What kinds of nodes is the risk:threat connected to?

You want to check the light edges that were used to create these links.

● In the Research Tool, run each of the following in the Storm query bar:

risk:threat=089425b84e2dbc01ba90e42ac57f8392 <(refs)- *

risk:threat=089425b84e2dbc01ba90e42ac57f8392 -(targets)> *

risk:threat=089425b84e2dbc01ba90e42ac57f8392 -(uses)> *

Question 4:What kinds of nodes are connected by each edge?
● refs
● targets
● uses
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Appendix - Sample Extractors

Additional examples of both table extractors and extractors can be found in our blogs.

Extractor Name Storm

Threat (risk:threat) media:news=$news
$reporter=:publisher:name
[ +(refs)> { [ ou:name=$text ] } ]
yield { gen.risk.threat $text $reporter }
-media:news

Tool (risk:tool:software) media:news=$news
$reporter=:publisher:name
[ +(refs)> { [ it:prod:softname=$text ] } ]
yield { gen.risk.tool.software $text $reporter }
-media:news

Vulnerability (risk:vuln)
creates a
reporter-specific
vulnerability

media:news=$news
$reporter=:publisher:name
[ +(refs)> { [ it:sec:cve=$text ] } ]
yield { gen.risk.vuln $text $reporter }
-media:news

Vulnerability (risk:vuln)
creates a NIST-specific
vulnerability and
populates the risk:vuln
node using the
synapse-nist-nvd
Power-Up

[ +(refs)> { [ it:sec:cve=$text ] } ]
yield { gen.risk.vuln $text nist }

Country (pol:country) media:news=$news
[ +(refs)> { [ geo:name=$text ] } ]
-media:news
geo:name=$text -> pol:country

hash:sha256 [ hash:sha256=$text ]

inet:url $text=$text.replace('hxxp','http')
$text=$text.replace('[:]',':')
$text=$text.replace('[.]','.')
$text=$text.replace(' ','')
[ inet:url=$text ]
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